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1 INTRODUCTION 

The WARIFA project aims to facilitate personalised early risk prediction, prevention and intervention 
based on Artificial Intelligence (AI) and Big Data technologies. We want to explore how AI-based 
mobile applications may be used as a tool for individual lifestyle changes. This includes the use of 
mobile applications to analyse and estimate individual risk, correlate it with the community risk 
profile, provide evidence-based and personalized advice together with prompts for preventive 
lifestyle changes. The aim is to empower citizens to self-monitor the implementation of risk-reducing 
lifestyle changes. WARIFA will develop an AI-based system with the aim to help prevent chronic 
conditions for all citizens.  

By combining ubiquitous data from the user`s environment with user-generated data, AI algorithms 
can process the most relevant data in the appropriate context and then provide the tools for 
personalized advice resulting in more specific preventive interventions. AI and big data technologies 
have the potential to address these challenges by analysing risk levels and providing citizens with 
tailor-made advice according to the individual risk level. 

To achieve this objective it is necessary to combine ubiquitous data and personal user-generated 
data, and to combine interdisciplinary efforts from clinical, technical, and sociology background, in 
order for the WARIFA prototype to reach TRL 6-7 by the end of the project period. The development 
of the WARIFA the system will be iterative with respect to design/development /testing/feedback-
adjustments. Human subjects will be involved in several steps of the project. 

The Participant Identification and Recruitment Plan provides the ethical guidelines and procedures 
that will govern the WARIFA project activities. This deliverable describes the procedures and tools 
of the project to ensure good research practices when involving end-users and stakeholders, and it 
serves as a reference to which all the WARIFA project members have to comply in their participation 
in project activities. 

The Participant Identification and Recruitment Plan shall be updated, as necessary, during the 
duration of the project, and is kept available for all WARIFA project members on the chosen platform 
for project interaction, Microsoft Teams. 

2 DATA SECURITY AND ANONYMISATION MEASURES 

2.1 DATA STORAGE 

All sensitive data collected during the course of the WARIFA project will be stored at TSD (from the 
Norwegian, Tjenester for Sensitive Data). TSD offers storage and processing of data in a secure 
environment. The solution is run on dedicated computers in a separate location in USITs machine 
room to which only USITs operational personnel has access. To achieve complete separation of 
project environments running on the same hardware, we use RHEV KVM as a hypervisor. This 
means that a physical computer can be divided into several separate virtual computers which for all 
intents and purposes are working independently. A two-step authentication is needed to gain access 
to the system. Inside the system, every project has its own VLAN and its own virtual file system. This 
means that projects cannot find any information about any other project on the system. A risk 
analysis of TSD is provided in Annex 1. 
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2.2 ACCESS RIGHTS AND PROCEDURES 

Only the members of the WARIFA consortium will have access to the project data. Data transfers to 
and from TSD are handled by a special purpose file staging service and the project coordinator 
controls access rights for all project members. By default all project members are able to transfer 
data in, but only the project coordinator can transfer data out. 

Project members resident in Norway will be able to login to TSD services using their BankID for 
identity verification. Electronic identification using BankID meets the official requirements that apply 
to identity verification and binding electronic signature, providing access to the TSD services at the 
highest level of security, level 4. Foreign project members must be registered by the project 
coordinator to be granted access to the WARIFA project space at TSD (Figure 1). All changes in 
access rights require a written approval from the project coordinator. 

 

Figure 1 TSD registration form for foreign project members. 
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2.3 PRIVACY PROTECTION 

To minimise storage of personal data, WARIFA will implement the following Pseudo-anonymization 
procedures. Participants will be identified by a unique identifier number. This identifier number will 
be used to denote individual participants within all data files. A key-file containing identity information 
will be created which links each unique identifier number with the participant’s initials and date of 
birth. This key-file will be password-protected, encrypted and saved on the secure institutional 
server, separate from the rest of the data. Table 1 describes the anonymization level of the datasets 
collected and generated during the WARIFA project activities. 

Table 1 Description of the level of anonymization of the datasets collectged and generated in WARIFA. 

Dataset Name Level of Anonymization 
WP2 Mapping Anonymous 
WP3Sensor data Pseudonymous Data 
WP3 Ubiquitous data Pseudonymous Data 
WP3 Registry data Pseudonymous Data 
WP7 Bayesian belief network Pseudonymous Data 
WP7 Risk scores Pseudonymous Data 
WP8 Surveys and interviews Anonymous 

2.4 FAIR DATA MANAGEMENT 

The FAIR Data Principles (Findable, Accessible, Interoperable, Reusable) have received worldwide 
recognition as a useful framework for thinking about sharing data in a way that will enable maximum 
use and reuse. The adherence to the principles: (1) supports knowledge discovery, innovation and 
knowledge integration, (2) promotes sharing and reuse of data across disciplines, (3) supports new 
discoveries through the harvest and analysis of multiple datasets. WARIFA will follow the Guidelines 
on FAIR Data Management in Horizon 2020 in the best possible way. 

2.5 DOCUMENT MANAGEMENT 

Non-sensitive files and documents produced by project members can be shared among the WARIFA 
consortium in a repository. The repository (locally hosted SharePoint server) is provided by the 
project coordinator. The SharePoint servers are a part of the Microsoft 365 suite and are hosted in 
Europe. The repository is accessible by invitation from the project coordinator, and access will only 
be granted to registered members within the consortium. Sensitive data is not to be shared on the 
Teams platform. Sensitive data will be stored at TSD as described on section 2.1. 

2.6 DATA ARCHIVING AND PRESERVATION 

To comply with the rules of good scientific conduct and the related storage of sensitive data, 
consent forms, and project files and documents within WARIFA will be stored at TSD for 5 years 
after the end of the project. 
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Annex 1 Risk Analysis of TSD 
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